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The ProblemThe Problem

Enable (two or more) entities to 
communicate securely.
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Who is “entity”?Who is “entity”?

Person
Computer
PDA
Software module
Sensor
Router
Access point
Base station

Telephone/Cell
Refrigerator
Printer
……..Anyone
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Intuitive Solutions and ChallengesIntuitive Solutions and Challenges

Pure Symmetric-key solutions
Key distribution (O(n2))
It is not advisable to use the shared key over 
and over for multiple sessions.

Pure Asymmetric-key solutions
The operations are computationally too 

heavy to use for all messages during the 
communication.
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Better Approach is AKEBetter Approach is AKE

Authentication and Key Establishment 
(AKE) provides a mechanism to establish
a key, called session key, between/among 
participants for each session in an 
authenticated manner. This session key 
can be used for securing further
communication.



Manish Mehta (September 15, 2006) 9

Goals of AKEGoals of AKE

Mutual belief in each other and the key.
User-oriented Goals

Participants have fresh assurance that the other 
participant is a valid peer entity.

Key-oriented Goals
Key is fresh.
Key is known only to the intended parties.
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Current State of Research in AKECurrent State of Research in AKE

The problem has been around for many years

Symmetric- key systems have been used for several 
years (e.g. Kerberos)

Public- key systems make more sense in modern 
distributed communications environment (IPSec, SSL)

Off-line trusted third party
Non-repudiation service

New environments like Wireless networks and Sensor 
networks bring renewed interest in AKE.



Manish Mehta (September 15, 2006) 11

MotivationMotivation

Research in AKE field has been “spotty”. 
No known attempt to consider the problem as a 
whole or at a higher level.
New attacks on existing solutions
Security assumptions can be proven wrong in 
future. (MD5 – one of the recent ones !!)
New set of constraints in new environments 
(Wireless and Sensor Networks)
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Dissertation Research Dissertation Research --A Big PictureA Big Picture

1. Identifying Constraints in AKE Design
NINE major constraints identified

2. Categorizing Environments and 
Proposing Solutions

THREE categories of environments
SEVEN solutions in total
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Identified ConstraintsIdentified Constraints

1. Cryptographic Algorithm Strength
2. Number of Cryptographic Assumptions
3. Anonymity/Privacy
4. Computational Capacity
5. Communication Bandwidth
6. Communication Media
7. Energy Consumption
8. Storage Capacity
9. Storage Security
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Categorization Categorization –– No Silver Bullet !No Silver Bullet !

3 solutions 
proposed

4, 5, 6, 7, 8, 
9Sensor to Sensor

3. Low-end
to
Low-end

1 solution 
proposed

1, 2, 3, 4, 5, 
6, 8

Computer to PDA 
or 
Base station to Mobile

2. High-end
to 
Low-end

3 solutions 
proposed

1, 2, 3
Computer to Computer

1. High-end
to 
High-end

SolutionsConstraintsExample environmentCategories
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CategoryCategory 1 1 -- SetupSetup

High-bandwidth
Network

High power 
Computer

High power 
Computer
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Category 1 (HighCategory 1 (High--end to Highend to High--end)end)

Relatively matured research area
Yet, new attacks are introduced regularly 
on existing solutions
Many combinations of cryptographic 
algorithms are used.
New services demand more

IPSec, SSL, SSH, Web services
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CategoryCategory 22 -- SetupSetup

Home
Location
Register

Visitor
Location
Register

Mobile Subscriber

High-bandwidth
Trusted
Network
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Category 2 (HighCategory 2 (High--end to Lowend to Low--end)end)

Relatively new research area
Wireless Communication (e.g. WLAN, GSM)

Many standards and frameworks in only few 
years (IEEE 802.1x, EAP, and more)
Constraints demand affordable and secure
solution
Public-key solutions for category 1 are 
considered difficult and/or expensive to 
implement if not impractical
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CategoryCategory 33 -- SetupSetup

Deployment Area

Sensor
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Category 3 (LowCategory 3 (Low--end to Lowend to Low--end)end)

Relatively very young research area
Ad- hoc and sensor networks

Limited number of solutions proposed
Stringent constraints
Lack of post-deployment configuration 
information
Public-key solutions are considered impractical
at this time
Sensor devices are not considered tamper-proof
(your private key is no more private)
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SolutionsSolutions

Category 1 (High-end to High-end)
1. Integrating DH into DSA (DH+DSA)
2. AKE using Single Assumption
3. Non-public key Digital Certificate

Category 2 (High-end to Low-end)
1. Wireless AKE protocol using only RSA

Category 3 (Low-end to Low-end)
1. Modeling Pairwise Key Establishment
2. RINK-RKP
3. Source-Routing-based Pairwise Key Establishment
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Overview of DH + DSAOverview of DH + DSA

Integrating well-known Diffie-Hellman and Digital 
Signature Algorithm
Three AKE protocols proposed for different 
applications
Provides resistance to the known-key attack, the 
unknown key-share attack, and the key replay 
attack
Published in IEEE Communication Letters, 2004
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Overview of DH + DSAOverview of DH + DSA

Three round protocol
with key confirmation
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Overview of AKE on Single Overview of AKE on Single 
AssumptionAssumption

Proposed an argument for building AKE 
protocols with minimum number of cryptographic 
assumptions
Presented three one-assumption protocols 
based on DL, RSA, and ECC
Presented security analysis for all three 
protocols
Published in IEE Proceedings of Communication 
Letters, 2005
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Overview of AKE on Single Overview of AKE on Single 
AssumptionAssumption

DL-based 
one-assumption 
AKE protocol
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Overview of NonOverview of Non--public key digital public key digital 
certificatescertificates

Innovative asymmetric-key solution for 
Authentication and Key Establishment

No need for generating public key pair for 
each user

Solutions can directly convert real-world 
certificates into digital form (N-cert)
The solution can be easily converted to an 
identity-based AKE system
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Overview of NonOverview of Non--public key digital public key digital 
certificatescertificates

One-way AKE 
using N-cert
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RINKRINK--RKPRKP
Goal:

Secure communication among sensors
Scheme:

Random Key Predistribution and Shared-key Discovery
Main Constraints:

Computational power, storage, energy, bandwidth
Main categories of existing solutions:

Purely Random Key Predistribution (P-RKP)
Structured Key-pool RKP (SK-RKP)

Proposed solution (IEEE IPCCC 2005):
More secure
Power efficient
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Phases in RKP SchemesPhases in RKP Schemes

1. Key Predistribution
Select and install keys in sensors

2. Sensor Deployment
Place the sensors

3. Shared-key Discovery
Sensors find common (shared) key(s)

4. Pairwise Key Establishment
Those who don’t find shared key(s), take help from 
others.
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Existing RKP Schemes (Phase 1)Existing RKP Schemes (Phase 1)

P-RKP
K1

K2

K3
K4

K5

K6

K7

K8K9

K10

K11

K12

K13

K14

K15

K16

K17

K18

K19

K20 K21
K22

K23

KEY POOL – Size nSensor – m keys
m << n

K24

ID
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Existing RKP Schemes (Phase 1)Existing RKP Schemes (Phase 1)

SK-RKP
K1

K2

K4

K6

K7

K8

K10

K11

K12

K13

K14

K5

K9 K15

K16

K17

K18

K19

K3

K20 K21
K22

K23

KEY POOL – Size nSensor – m keys
m << n

K24

ID
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RINKRINK--RKP (Phase 1)RKP (Phase 1)
K1

K2

K4

K6

K7

K8

K10

K11

K12

K13

K14

K5

K9 K15

K16

K17

K18

K19

K3

K20 K21
K22

K23

KEY POOL – Size nSensor – m keys
m << n

K24

ID1

F (      ) = K12

F (K12) = K19

F (K19) = K23

…
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RINKRINK--RKP (Phase 1 RKP (Phase 1 -- Algorithm)Algorithm)
Key 
Predistribution
Algorithm
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Sensor Deployment (Phase 2)Sensor Deployment (Phase 2)
Deployment Area
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SharedShared--Key Discovery (Phase 3)Key Discovery (Phase 3)

P-RKP

ID 1 ID 2

K12

K17K18

K19

K21
K23 K24

K5K9

K17

K1
K3

…
.. K

23
, K

21
, K

12
, K

19 K3, K1, K9, K24, …
.
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SharedShared--Key Discovery (Phase 3)Key Discovery (Phase 3)

SK-RKP

ID 1 ID 2

K12

K17K18

K19

K21
K23 K24

K5K9

K17

K1
K3

…
.. G

1, 
G5 G3, G6…

.
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SharedShared--Key Discovery (Phase 3)Key Discovery (Phase 3)

RINK-RKP

ID 1 ID 2

K12

K17K18

K19

K21
K23 K24

K5K9

K17

K1
K3

ID
 1 ID 2
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RINKRINK--RKP (Phase 3 RKP (Phase 3 -- Algorithm)Algorithm)
Shared- Key 
Discovery
Algorithm
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Simulation ResultsSimulation Results
P = 10000
m = 200
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After Phase 3After Phase 3
Deployment Area
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So what is different in RINKSo what is different in RINK--RKP ?RKP ?

Previous approaches do not use node ID
for key selection, we do !
That is we define 
RINK = Relation between ID aNd Keys
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Security Analysis Security Analysis –– Problem 1 Problem 1 
-- ReasonsReasons

Unattended deployment environment
Physically insecure

No tamper-resistance due to low cost
Compromised sensor can reveal the stored 
keys.
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ProblemProblem--1 (Capturing Nodes)1 (Capturing Nodes)

Random Capture (naïve approach)
Randomly pick nodes and obtain keys

Selective Capture (proposed approach)
Pick sensors that can give you keys that you 
do not already have



Manish Mehta (September 15, 2006) 44

Random vs. Selective CaptureRandom vs. Selective Capture
SK- RKP
affected the 
most
P- RKP and 
RINK- RKP
not affected 
much

m=100
pconnect = 0.432



Manish Mehta (September 15, 2006) 45

Security Analysis Security Analysis –– Problem 2 Problem 2 
-- ReasonsReasons

Wireless environment
Passive listening is easy

Unattended deployment environment
Fake sensors can be added to the system 
(proposed attack)
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Problem Problem –– 2 (Deploying fake sensors)2 (Deploying fake sensors)

Learn keys from captured nodes and 
fabricate fake nodes
Fake nodes have enough keys to appear 
legitimate to other sensors
Fake nodes can

Inject / Absorb sensed data
Alter data in specific way
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Problem Problem –– 2 (Deploying fake sensors)2 (Deploying fake sensors)

Probability that a fake node can establish a key 
with a given neighbor when x nodes are captured

m = number of keys in each sensor
P = size of the keypool
q = required number of keys to be shared
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Damage by fake sensorsDamage by fake sensors
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Energy Consumption AnalysisEnergy Consumption Analysis

Energy consumption in Sensoria’s sensor node
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Energy Consumption AnalysisEnergy Consumption Analysis

Computational overhead

m = number of keys in each sensor
n’ = number of neighbors

Generally λ, τ, n’ << m  
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Energy Consumption AnalysisEnergy Consumption Analysis

Communication overhead

N = Total number of sensors
P = Size of the keypool
s = Size of the keys (128 bit)
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Energy EfficiencyEnergy Efficiency

P = 23700
N = 10000
m = 100
ω = 11
λ = 49
τ = 2
s = 128
Pconnect = 0.3455
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Contributions in RINKContributions in RINK--RKP solutionRKP solution

Introduced smart attacks
Showed that the existing solutions were 
very vulnerable to the smart attacks
Proposed a new Predistribution and 
Shared-key Discovery scheme
Provided Security and Energy 
Consumption Analysis
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ConclusionConclusion

There is no silver bullet for AKE
Identifying constraints first makes AKE 
design process more effective
Changes in technology can quickly make 
AKE design obsolete
Continuous efforts are required to make 
AKE process more secure and efficient
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Future workFuture work

Towards Perfect Security
Mathematical proof

New Attacks
Attackers are getting smarter by the day

Advances in Technology
Computational power
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PublicationsPublications
(Complete list in the handout)

4 Refereed Journals (IEE, IEEE, ACM)
3 Refereed Conferences (IEEE, ACM)
6 Technical Reports (UMKC)
1 Book Chapter (IEEE)
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Ph.D. Research (Overall)Ph.D. Research (Overall)

AKE (Dissertation) Digital Signature 
Schemes

H - H H - L L - L

2, 3,
12,15

8 4, 5,
6, 7

1, 10, 11,
13,14, 16,
17, 18, 19

Statistics

Approx. 38.88 % of Total Ph.D. research is included in Dissertation.
Approx. 71.42 % of Dissertation material is published. 

Approx. 60 % of Total Ph.D. research is yet to be published. 
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Ph.D. beyond DissertationPh.D. beyond Dissertation

Reviewer for IEEE journals, conferences, 
magazines, and books chapters.
Grant writing

NSF
Univ. of Missouri Research Board

Earned CISSP Certificate
One year of industry experience as a Security 
Consultant
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Questions?Questions?
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